UNDERSTANDING 
COMMUNICATIONS 
FAILURES 


with speaker’s notes 


Who Is Tom Cox? 


e VE6TOX 
¢25 years aS a wine expert 
¢Started as a volunteer 


eAlberta Emergency Management 
Agency — Training Officer 

eICS Instructor Trainer 

e4 of the largest disasters in Canada 
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Communications 


Consultation conversations visualized as bubbles, with larger bubbles showing the larger conversations. 


Communications Failed 


e Virtually every report ever written 

e Seen as a key disaster characteristic 
¢e We have spent billions to fix it 

e Communications failures still occur. 


Communications Failed 


e “Communications failed” is the perfect 
example of a communications failure. 


e It says nothing of what failed, why it failed or 
how it failed. 


elt sounds good, but means nothing. 


elt is the exact equivalent of “Something went 
wrong” 


e If anything shows how little we know about 
communications failures, it is to say 
“Communications Failed” 


Constant tn Life 


e Communications fails every hour of our 
lives 


e They are so constant, we ignore them 
eIncredibly good at coping with them 
e Background noise. Ignore and accept 


e The same failures we ignore today are 
the ones that impact us during a 
disaster. 


We already Know It fails... 


. “Typo” 
elf the Inuit have 50 words and phrases for 


“snow. we have hundreds for 
“Communications failed: 


e Busy signal, pocket dial, misheard, 
telephone tag, dead battery, auto- 
correct, fake news, disconnected, 
distracted driving, whisper circle 


Public Warning 


e The brief time between awareness of a 
threat and before impact 


e The same day-to-day errors are equally 
likely, but now we see the impacts 


e We are better able to study — because 
warning errors are always put under a 
microscope. 


Communications 
Communications 
Communications 


¢Mode: Amethod to communicate — 
often technology 


¢Information: The content or message 

«Communications: The transfer of 
information by amode. May be one 
way (AM radio) but usually refers to two- 
way (talk back phone in show). 

¢ Chair/Radio or Chair/Computer 
Interface: ©The human component 


¢How many modes can you think of? 
¢ Radio — amateur, CB, AM/FM, Satellite 


¢ Television — cable, satellite, CCTV, 
amateur 


¢ Internet — email, Skype, Facebook, 
Twitter 


¢ Sign Language, informal gestures 

¢ Smoke signals, Morse signals, whistles 
¢ Handwritten signs, handwritten symbols 
¢ “Wink is as good as a nod” 


FOUR MAJOR CATEGORIES 


—_—, 


. Mode Failure — includes technology failures 
Information Failure 

3. Human Failure 

- human and technology/mode failure 

- human and information failure 

- humans being humans 


4. Other Failure — the one exception 


NR 


What failed? 


Communications Failure Tool 


1. Was there enough time? 


If the information and humans were 
correct... 


3. Ifthe humans and mode were 
correct... 


4. \fthe mode and information was 
correct... 


1. TIME FAILURES 


Time Failures 


e Generally not perceived 

e Voyager 1-17 hours 

e Titanic — Lookout 

e Public Warning: the information cycle 


2. INFORMATION FAILURES 


e Information is right or wrong 


e Information becomes wrong (correct 
when sent by wrong by the time 
received) 


The Information Cycle 


e Loosely based on the OODA loop 
(designed to cause communications 
failures! 


e Gathering, assembling, obtaining, 
verifying, deciding, acting 


e Requires energy 
e Public Warnings take time! 


3. MODE FAILURES 
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Subtle Differences 


e Did the battery die due to a product flaw? 
e Did the battery die due to tornado damage? 
e Did the battery die due to age? 


e Did the battery die due to people not 
charging it? 


e Did the battery die because someone left it 
on? 


Charging 
phones 


2011 Japan 
Tsunami 


Didn'+ mean 


State-of-the-art? America's two best fighter jets 
cant even communicate with each other 


When it comes to talking, F-22 and F-35 pilots are forced to use secure voice 
links. It's a temporary fix to a long-running problem 
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— The ACT Fire Brigade 
responding to chemical 
insadent in Mitchell. 
Resadents of Franklin, 
Crace, Harrison, Watson, 
Downer, Kaleen, 
Lyneham, Hackett stay 
indoors. 
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Consultation conversations visualized as bubbles, with larger bubbles showing the larger conversations. 


Words Have Meaning 


e Words have meanings 


eCommon Terminology and Plain 
Language 


e Communications 
e Risk — H1N1 “High Risk” 
e Water and PowerBars 
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Fire danger 4 


RESTRICTED 
AREA 


PERSONAL PROTECTIVE 
EQUIPMENT ALL VISITORS MUST 


MUSTBE WORN fam REPORT TO OFFICE | 


NO 
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1. All Failures are Human Failures 


e Except for Time — you can’t overcome the 
laws of Physics 

¢e Mode — all are human-designed 

e Information — what happened always 
happened, but human perception distorts 
it 

e Humans — how they design the mode, how 
they perceive the information, and what 
they do with it is always the ultimate 
cause. 


2. Two Ears / One Brain 


3. All modes are designed to fall 


e Slave Lake Mayor — “No mode is 
designed for everyone to be on it at the 
same time.” 


eRephrase: Every mode is designed to fail 
at a certain point. 


e No mode can handle all people at all 
locations at all times. 


e Mode failures are a certainty. 


4. Technology Creep 


e No government can afford to upgrade all 
employees to the latest technology 


eGovernments are technology adverse 
and cost adverse. 


eGovernments will always be using old 
technology. 


e The old technology will not connect to 
the new technology 


5. Every solution creates a failure 


e “Every solution to a communications 
failure will automatically create another 
communications failure.” Tom Cox 


Examples 


e TOO many people on one frequency 
e Auto correct 

e Black Box 

e Reply all 


6. People are the problem 


e They can only handle so much information 
e They are inefficient at handling information 


e They use context, interpretation, social- 
norms and gut feel to handle information 


¢ They forget to turn on the $7000 radio or 
turn up the volume after they turned it 
down. 


7. Technology Fails Too 


e Clocks in Tofino 
e Rain monitor in southern Alberta 
e Smoke readings in Calgary 


8. Backup Systems are Limited 


e Not as robust 
e Not maintained 
e Limited capacity 


Considerations for AR 


elf comms fail, it will be the first thing 
restored 


e You have limited capacity 


e The obvious locations are not the only 
locations 


e Capture of information is not the same 
as the display of information 
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High River Re-Entry 


2013 Southern Alberta Floods 


